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APPENDIX A
REPRESENTATIVE MACHINE LEARNING (ML) STUDIES

TABLE II. REPRESENTATIVE MACHINE LEARNING (ML) STUDIES

Authors (Year) Technique Dataset Strengths ‘Weaknesses Result
Kalkan and Sahingoz [1] ML IDS Custom Multi-model support Complex deployment 95%
Alfardus and Rawat [2] RF Car-Hacking Effective for known Poor generalization 95%
attacks
Al-Janabi et al. [3] SVM KDD Cup Performs well on High false positives 90%
unknown attacks
Panigrahi et al. [4] RF, SVM, etc. NSL-KDD RF achieves highest Limited generalization 99%
accuracy
Micale et al. [5] Context-aware CAN Context-based detection Limited dataset size >94%
ML
Alalwany and Mahgoub [6] Delay ML CAN Novel delay-based Simulated dataset 95%
features
Rajapaksha et al. [7] Context-aware J1939 Detects multiple attack Simulated environment >97%
IDS types
Nagarajan et al. [8] Robust ML IoV Secure and stable Requires larger testing >96%
Kumar and Das [9] Supervised ML CAV Real-time performance Limited unseen attack 97%
coverage
Ajibuwa et al. [10] ML IDS AVs Detects AV-specific Small dataset 95%
threats
Shahriar et al. [11] CAN IDS CAN Practical design Limited validation 93%
Anthony et al. [12] Non-tree ML AVs Explores rare algorithms Scalability concerns 94%
Alalwany and Mahgoub [13] | Ensemble ML CAN Boosts overall accuracy Costly training phase 96%
Huang et al. [14] Anomaly ML Vehicle Lightweight solution Limited data diversity 95%
El-Gayar et al. [15] Ensemble IDS Vehicular Collaborative Complex deployment 96%
decision-making
Samir et al. [16] ML IDS CAN Good accuracy Restricted to CAN 95%
Ahmed et al. [17] ML IDS IoV Resistant to DoS attacks Limited evaluation 96%
Ahmad et al. [18] ML IDS CAV Enhanced security Generic evaluation 95%
features
Alemerien et al. [19] Optimized ML ToV Optimized performance Limited dataset 95%
Kousar et al. [20] Lightweight ML | CAN Fast execution Limited testing 94%
Musa et al. [21] ML IDS ToAV Handles class imbalance Narrow scope 94%
Adu-Kyere et al. [22] Custom IDS Vehicle Real-time performance Scalability issues 93%
Abrar et al. [23] GPS-IDS GPS spoofing Tailored GPS attack Narrow focus High
detection
Al-Kadri [24] CAN-MIRGU CAN High detection rate Limited to CAN 98.7%
Wasicek et al. [25] Context-aware CAN High accuracy Limited diversity 97%
Al
Ossen [26] ASIC RF IDS CAN Real-time hardware Hardware complexity 97%
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APPENDIX B

REPRESENTATIVE DEEP LEARNING (DL) STUDIES

TABLE III. REPRESENTATIVE DEEP LEARNING (DL) STUDIES

Authors (Year) Technique Dataset Strengths ‘Weaknesses Result
Liu et al. [27] RNN Custom Sequential modeling Slow training 95%
Faker and Dogdu [28] DL Ensemble CICIDS2017 Robust to varied attacks | High computational cost 97%
complex scenarios
Kumar and Sharma [29] CNN NSL-KDD, Learns hierarchical High data requirements 99%
CICIDS2017 features
Raza et al. [30] Federated CNN CICIDS2017, Privacy-preserving Synchronization 99.1%
TON_IoT detection overhead
Longari et al. [31] RNN-AE Car-Hacking Lightweight temporal Slightly lower accuracy 98%
CAN modeling
Altaie and Hoomod [32] OR-CNN NIDS V.10 2017 High accuracy, real-time | Dataset-dependent 99.9%
capability performance
Shankar et al. [33] 1D-CNN + CICIoT2022 Captures temporal High computation cost 99.6%
LSTM features effectively
ﬁlﬁ&ql and Al-Shammari Hybrid Car-Hacking Detects sequential Very computationally >97%
RNN-LSTM CAN attacks heavy
Vibhute et al. [35] LSTM (64 units) CIC-IDS2017 Robust real-time Limited dataset 97.6%
detection variation
Alqubaysi et al. [36] Federated DL Car-Hacking Preserves privacy across | Expensive computation 99.3%
nodes
Wu et al. [37] Deep Transfer NSL-KDD, Reuses pretrained Survey-based execution >99%
Learning CICIDS knowledge
Kim and Song [38] Embeddings + Real CAN Lightweight and efficient | Limited evaluation 98-99%
DL scope
Bilot et al. [39] GNN Real CAN traces Captures relational Graph overhead Outperformed
structure
Hasan et al. [40] CAN-GraphiT CAN bus (7 Graph + temporal Complex preprocessing 98.45%
attacks) feature learning
KS and Sujit [41] CNN + BiLSTM IoV/CAN Captures deep temporal ~ High computation cost 99%

+ Attention

patterns
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REPRESENTATIVE HYBRID, COMPARATIVE, BENCHMARKING, AND OVERVIEW

APPENDIX C

STUDIES

TABLE IV. Representative Hybrid, Comparative, Benchmarking, and Overview Studies

Authors (Year) Technique Dataset/Scope Strengths ‘Weaknesses Result
Dayyeh et al. [42] DT, RF, SVM Benchmark High detection accuracy; | Hard to distinguish 99.48%
proactive prevention similar attacks
Kocher and Kumar [43] Hybrid RF + CNN Benchmark High accuracy via hybrid | High computational cost =99%
+ LSTM ML/DL
Khraisat et al. [44] Federated Learning Survey Privacy-preserving; Sensitive to data Survey
1DS decentralized operation | heterogeneity; overhead
Nair [45] ML + DL Traffic/IDS data Interpretable traffic Requires feature Effective
prediction + IDS engineering
detection
Rani and Kaushal [46] Supervised ML Realistic datasets Diverse attacks; realistic | Imbalanced datasets >95%
setting
Najafli et al. [47] Taxonomy / Survey Review ?&rgggﬁ?ﬁnswe No new IDS model Review
hybrid-focused
Sharmin et al. [48] Benchmarking Comparative Structured benchmarking| No new IDS proposed Framework
Framework framework approach
Islam and Ali [49] ANFIS (Hybrid ML Benchmark Robust (ANN + fuzzy Limited data coverage 99.6%
+ Fuzzy) logic)
Ali et al. [50] Comparative Real-time Real-time latency tested | Simulated environment DL > ML
ML/DL evaluation
Alsarhan et al. [51] Hybrid ML Custom C&ﬁggﬁ}ﬁznswe ?ngg}g}s)e(ntation 92%
Note and Ali [52] ML vs DL Survey Broad comparative view | High complexity Survey
Rakine et al. [53] IDS Survey Survey Broad overview of IDS No experimental Review
techniques validation
Hnamte and Hussain [54] Evaluation Comparative study Structured benchmarking| No new IDS model Comparative
Framework method
Yang et al. [55] Hybrid Statistical + | Benchmark Lightweight and accurate | Requires tuning =~99%

NN
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