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Abstract 

As cyberattacks grow increasingly sophisticated and frequent, the need for advanced mechanisms to protect modern network systems has become more pressing, 

especially in sensitive environments such as automotive networks. This research presents a systematic review, complemented by a sensitivity-based 

quantitative trend analysis, of recent efforts to employ Machine Learning (ML) and Deep Learning (DL) techniques for intrusion detection and prevention within 

automotive networks, with a particular focus on the Controller Area Network (CAN) bus. The research employs a clear and reproducible methodology for 

identifying, screening, and evaluating relevant studies, guided by the PRISMA framework. It also presents a structured classification that groups current approaches 

according to model type, data sources, and evaluation strategies. Furthermore, the review provides a comparative analysis highlighting the key strengths, 

weaknesses, and experimental performance of various IDS/IPS techniques in automotive environments. In addition, the study includes a sensitivity-based 

quantitative summary of reported accuracy patterns in the literature, offering an exploratory and sensitivity-aware view of performance trends rather than a 

formal pooled estimate. The analysis encompassed 56 studies published between 2018 and 2025, covering diverse datasets, methodological designs, and 

multiple detection objectives. The findings reveal ongoing challenges, including real-time limitations, limited computational resources, and dataset variability, 

while also pointing to promising research avenues that could contribute to the development of more efficient AI-based intrusion detection and prevention 

systems for connected and autonomous vehicles. 

Index Terms—CAN Bus, Vehicular Networks, In- Vehicle Communication, Intrusion Detection System, Sensitivity Analysis, Machine Learning, Deep Learning, 

Automotive Cybersecurity 

1. Introduction 

With the rapid development of modern technologies and the ever-

increasing reliance of systems on networking across various sectors of life, 

industry, and transportation, cybersecurity has become more critical than 

ever. Maintaining data confidentiality, integrity, and availability is no 

longer a secondary option but a fundamental necessity, especially given 

the rise in cyberattacks and their significantly evolving methods. In this 

context, Intrusion Detection Systems (IDS) and Intrusion Prevention 

Systems (IPS) represent the first line of defense, monitoring network 

traffic and detecting any suspicious behavior before it develops into an 

actual threat. However, traditional signature-based methods often 

struggle to address new and sophisticated attacks, particularly in sensitive 

environments that demand immediate response, limited resources, and 

high reliability. Artificial intelligence and ML techniques have gained 

increasing attention due to their ability to enhance the performance of 

detection systems and provide higher levels of generalization and 

flexibility in addressing unknown threats [1-5].  

This research employs a hybrid structure that combines systematic 

review methodology with a sensitivity-based quantitative trend analysis. 

The established steps of systematic reviews were followed, including 

comprehensive database searches, screening processes, quality 

assessment, and study selection within the PRISMA framework. 

Simultaneously, the research incorporates a broader analytical 

perspective, consistent with the nature of survey studies, allowing for 

comparison of current trends and review of advanced methods and 

techniques in this field.  

In addition to qualitative analysis, the study includes a sensitivity-

based quantitative synthesis intended to summarize reported accuracy 

patterns across several IDS/IPS studies under explicit simplifying 

assumptions. This component is not intended to provide a formal pooled 

effect estimate; rather, it offers an exploratory view of performance trends 

across the reviewed literature. This dual approach provides both 

analytical depth and a structured quantitative perspective, contributing to 

a more comprehensive understanding of detection and prevention 

mechanisms within vehicle networks, particularly those based on the CAN 
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bus. 

1.1 Scope 

This research focuses on intrusion detection and prevention 

mechanisms within vehicle communication environments, with 

particular attention to the control bus known as CAN. Accordingly, the 

study is limited to data traffic within vehicles and their associated 

networks, excluding enterprise or public networks. 

In this context, the research reviews the most recent developments 

in employing artificial intelligence techniques to detect malicious 

activity in vehicle systems. It also addresses ML and DL methods used 

to improve detection speed and accuracy and enhance system resilience, 

while acknowledging the limitations identified in previous studies. 

Furthermore, the research discusses the key challenges facing the 

development of intelligent detection and prevention solutions in 

resource- constrained vehicle environments and highlights research 

trends that warrant further attention in the future [1, 4-7]. 

1.2 Contributions 

This review offers several contributions that distinguish it from 

previous studies in the field. First, it employs a clear and reproducible 

screening methodology applied to 56 studies published between 2018 and 

2025, enabling researchers to verify and build upon the findings in the 

future. Second, it presents an improved classification for organizing ML and 

DL techniques according to network type in vehicles and their application 

areas, thus helping to organize a fragmented research field. Third, the 

review goes beyond traditional descriptive comparisons by linking 

methodological strengths and weaknesses to practical constraints, such as 

real-time requirements, memory limitations, resilience to repeated 

attacks, and feasibility in resource-constrained systems. Fourth, it provides 

a comprehensive analytical framework that connects datasets, evaluation 

metrics, and factors related to scientific publication, offering a practical 

model for comparing different IDS/IPS techniques. Finally, the review 

highlights promising research trends focused on developing lighter, faster, 

and more standardized solutions to support the next generation of 

intelligent detection and prevention systems in vehicle environments. 

2. Methodology 

This study employs a hybrid methodology that aligns with the 

principles of systematic reviews and survey analyses, complemented by a 

sensitivity-based quantitative trend analysis. It followed a structured 

systematic literature review (SLR), which included identifying studies, 

screening titles and abstracts, assessing eligibility, and ultimately selecting 

the final studies based on the PRISMA framework. Simultaneously, the study 

incorporated a subject-based survey classification and comparative 

analysis to identify technical trends and methodological categories for 

intrusion detection systems in CAN and vehicular networks.  A sensitivity-

based quantitative analysis was conducted to summarize reported 

accuracy trends across the included studies under transparent simplifying 

assumptions. 

This section provides a detailed description of each methodological 

step in a transparent and reproducible manner, enabling future researchers 

to replicate or expand the study. 

2.1 Information Sources and Search Strategy 

This review adopted a systematic search methodology inspired by 

PRISMA principles, documenting the search and screening steps, as well 

as the acceptance and exclusion criteria, to ensure transparency and 

replicability. The search process relied on specialized and widely used 

databases in the fields of computer engineering and cybersecurity, 

including the IEEE Xplore platform, which includes relevant IEEE journals 

and conferences (such as IEEE Access, IV Conferences, VTC, and 

GLOBECOM), and the ACM Digital Library, which focuses on security and 

networking (such as the ACM AsiaCCS conference). 

The study also utilized Elsevier’s ScienceDirect database, which 

includes journals such as Vehicular Communications, Internet of Things, 

and Future Generation Computer Systems, along with open- 

access platforms like MDPI (Sensors) and Hindawi (Security and 

Communication Networks), and the arXiv repository of primary research 

in artificial intelligence and cybersecurity. 

The logical query syntax was customized for each database using 

keywords reflecting the scope of the study, such as: 

"intrusion detection" / IDS / IPS AND (CAN OR "in-

vehicle" OR automotive OR "controller 

area network") AND ("machine learning" OR "deep learning") 

In addition, subtypes of attacks or environments (such as DoS, 

spoofing, and anomaly detection) were included. The search period was 

limited to 2018–2025, prioritizing peer-reviewed research in 

cybersecurity and intelligent vehicle systems. A citation tracking 

mechanism (reviewing the references of listed studies and the studies that 

cited them) was used to ensure that no work was missed in automated 

searches. 

The screening process was initially based on titles and abstracts, 

followed by full-text assessment according to predefined criteria. These 

procedures help ensure the study can be replicated and its findings updated 

in line with PRISMA 2020 recommendations [6-8]. 

2.2 Eligibility Criteria 

2.2.1 Inclusion 

 The study included peer-reviewed research or authoritative 

manuscripts published between 2018 and 2025 related to network traffic 

analysis in the field of cybersecurity, which relies on artificial intelligence 

(ML or DL) techniques for intrusion detection and/or intrusion 

prevention (IDS/IPS) within computer networks, vehicles, or industrial 

systems. For acceptance, studies had to provide a quantitative assessment 

such as accuracy, precision, recall, F1 value, AUC, or other similar metrics, 

in addition to a description of the data used, workloads, or comparison 

and evaluation environments. The study areas were particularly focused 

on in-vehicle networks (CAN/IoV) and wireless industrial sensor networks 

(WSNs), given their prevalence in recent research and their reliance on 

common standards and designs. 

2.2.2 Exclusion  

Editorial reports, short messages, research commentaries, and 

theoretical or conceptual studies lacking empirical evaluation were 

excluded. Research outside the scope of networking or cybersecurity, 

duplicates or replaced versions, and studies containing inconsistent 

information that prevents reliable analysis or replication of results were 

also excluded. Additionally, work with insufficient evaluation details that 

clearly precluded re- experiments or comparisons was not prioritized. 

Rationale: Research on intrusion detection systems in vehicle control 

systems (CAN/IoV IDS) focuses on standardized metrics and comparable 

evaluation environments. Similarly, studies on industrial sensor networks 

(WSNs) rely on standardized performance indicators in ML and DL 

applications. Therefore, the inclusion criteria require the submission of 

quantitative results and clear, reliable evaluation environments to ensure 

reproducibility and reusability. To preserve domain specificity, studies 

based on CAN-native and vehicular datasets were treated as the core 

evidence base of this review, whereas general benchmark datasets were 

retained only for contextual comparison and were interpreted separately 

where necessary. 

2.3 Screening Workflow 

Figure 1 presents the finalized PRISMA-based screening workflow 

used in this review. 

 

Figure 1: Final PRISMA-based screening workflow. 

 

2.4 Data Extraction & Quality Appraisal 

For each study, a set of elements was extracted, including: the 

datasets used, types of attacks, model family, adopted characteristics, 

training system, and key metrics such as accuracy, precision, recall, F1 

value, and AUC, in addition to execution or response time, and 

computation and memory requirements. The risks of bias were also 

discussed from multiple perspectives, including the potential for data 

leakage, addressing class imbalances, the transparency of model parameter 
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adjustments, and the generalizability of the results across different 

environments. Some cited studies were authored by the present research 

group; however, they were retained solely because they satisfied the 

predefined inclusion criteria and contributed directly to the comparative 

scope of the review. 

 

3. Taxonomy of AI Techniques 

As seen, Figure 2 provides a multiaxis taxonomy. 

 

 

Figure 2: Mind-map taxonomy for AI in network traffic analysis. 

 

4. Comparative Analysis 

In this section, we present a concise comparative discussion of 

representative studies that have addressed ML, DL, and hybrid approaches 

for intrusion detection and prevention in CAN and vehicular network 

environments. For clarity and to maintain the flow of the main text, the 

detailed comparative tables are provided in the APPENDICES. Appendix A 

summarizes representative ML studies. Appendix B summarizes 

representative DL studies. Appendix C presents combined, hybrid, 

benchmarking, and overview studies. 

Some representative studies have been selected to illustrate the 

current state of IDS/IPS research in CAN and vehicular network 

environments. These studies were chosen according to the predefined 

inclusion criteria and their relevance to the objectives of this review. 

Recent review studies have emphasized the rapid evolution of AI-based 

intrusion detection techniques in automotive systems, while comparative 

studies have highlighted the importance of evaluating different machine 

learning approaches under realistic conditions to identify their strengths 

and limitations [6, 9]. Accordingly, the selected studies provide a balanced 

and representative overview of current methodological trends, supporting 

a comprehensive comparison of ML-, DL-, and hybrid-based IDS/IPS 

techniques. These supporting tables allow easy reference while preserving 

the readability of the main discussion. 

5. Quantitative Trend Analysis Framework 

Although this research is primarily presented as a systematic review, 

a brief quantitative framework is included to clarify how reported 

accuracy values from the included IDS/IPS studies were summarized. 

Because many studies did not report sample sizes, confidence intervals, or 

variance estimates, this component should not be interpreted as a formal 

effect-size meta-analysis. Rather, it provides a sensitivity-based 

quantitative summary of reported performance trends under explicit 

variance assumptions. 

For each study, denoted by k, the observed accuracy is represented by 

the coefficient θˆk. 

When sample sizes are available, the variance can be calculated using 

the standard estimator for the Bernoulli variable as follows: 

𝑽𝒌 =
𝝑^𝒌(𝟏−𝝑

^
𝒌)

𝒏𝒌
                                                 (1) 

However, because several reviewed studies do not report nk, a 

sensitivity-based variance estimation approach was adopted. This 

approach assumes a set of representative sample sizes: 

n ∈ {100, 500, 1000, 5000}, 

This procedure allows for the evaluation of the resilience of the 

aggregated accuracy value when tested under different assumptions of 

statistical conditions. To examine the stability of trend-level summaries 

under different assumptions, fixed- and random-effect style calculations 

were explored as sensitivity tools rather than as formal pooled estimators. 

In the fixed-effects model, the standardized effect value is calculated using 

the following formula: 

𝝑^𝑭𝑬 =
∑ 𝑾𝒌𝝑

^
𝒌𝒌

∑ 𝑾𝒌𝒌
,          𝑾𝒌 =

𝟏

𝑽𝒌
                            (2) 

For the random-effects model, the DerSimonianLaird estimator is 

used to incorporate between-study variance (τ 2): 

𝝑^𝑭𝑬 =
∑ 𝑾𝒌

∗𝝑^𝒌𝒌

∑ 𝑾𝒌
∗

𝒌
,          𝑾𝒌

∗ =
𝟏

𝑽𝒌+𝝉
𝟐
                         (3) 

This framework is included to enhance transparency and to explain the 

computational logic underlying the sensitivity-based quantitative summary 

presented later in the paper. It is not intended as a full formal meta-analytic 

derivation.  

6. Dataset and Evaluation Protocols 

This section provides a concise overview of the datasets and 

evaluation protocols used in the studies included in this survey. 

6.1 Datasets 

The reviewed literature draws on both domain-specific vehicular 

datasets and general IDS benchmark datasets. CAN-specific and vehicular 

datasets, such as Car-Hacking, ROAD, real CAN traces, J1939-based traffic, 

and Internet of Vehicles (IoV) datasets, more directly reflect in-vehicle 

communication characteristics, message timing behavior, and attack 

surfaces relevant to automotive systems. These datasets are therefore the 

most informative for assessing IDS/IPS applicability in CAN and vehicular 

environments [1, 4, 10, 11].   

By contrast, benchmark datasets such as KDD Cup, NSL-KDD, and 

CICIDS are more general-purpose intrusion detection datasets. Although 

they are not specific to in-vehicle communication, they remain useful for 

contextualizing broader model behavior, algorithmic trends, and 

comparative IDS performance under controlled benchmark settings. 

General benchmark datasets such as KDD Cup and NSL-KDD were retained 

only to contextualize broader IDS model behavior and were analytically 

distinguished from in-vehicle CAN-specific datasets. 

6.2 Evaluation Protocols and Metrics 

Across the reviewed studies, evaluation practices vary considerably in 

terms of train-test splitting strategies, attack composition, feature 

preprocessing, and validation protocols. Commonly reported metrics include 

accuracy, precision, recall, F1-score, detection rate, false alarm rate, AUC, and 

response time. While these metrics are useful for comparative interpretation, 

their meaning depends strongly on the dataset type, class balance, and 

experimental setup. This heterogeneity limits direct one-to-one comparison 

across studies and further highlights the need for more standardized 

evaluation frameworks in future research. 

Although accuracy was used as the main quantitative indicator in the 

trend analysis due to its wider availability across the reviewed studies, it 

should not be interpreted in isolation. Its meaning must be considered 

alongside precision, recall, F1-score, false alarm rate, and dataset balance in 

order to avoid overestimating model performance under heterogeneous 

evaluation conditions. 

7. Sensitivity-Based Quantitative Trend Analysis 

To complement the qualitative review and provide a structured 

quantitative perspective on IDS/IPS performance in vehicle network 

studies, a sensitivity-based quantitative trend analysis was conducted. 

Reported accuracy values from representative studies were examined 

using transparent simplifying assumptions in order to summarize general 

performance tendencies across methodological categories. Given the 

inconsistent availability of sample sizes, confidence intervals, and variance 

measures in the source studies, this component should be interpreted as 

an exploratory quantitative summary rather than as a formal pooled meta-

analysis. Table I summarizes representative studies included in this 

analysis, while Figure 3 provides a comparative visualization of their 

reported accuracy values. 

This analysis is intended to reveal broad performance tendencies 

under sensitivity assumptions and should therefore be interpreted as 

trend-oriented rather than as a formal pooled meta-analytic estimate. 

The quantitative summary suggests a general trend in which deep 

learning approaches often achieve higher reported performance, followed 

by hybrid approaches, while traditional machine learning methods remain 

attractive in lightweight and resource-constrained settings. The sensitivity 

analysis showed limited variation across the explored assumptions, 

https://journal.tu.edu.ye/index.php/TUJNAS/article/view/3285/2624
https://journal.tu.edu.ye/index.php/TUJNAS/article/view/3285/2624
https://journal.tu.edu.ye/index.php/TUJNAS/article/view/3285/2624
https://journal.tu.edu.ye/index.php/TUJNAS/article/view/3285/2624
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suggesting that the observed trend pattern remained broadly stable 

within the tested scenarios. 

 

Table I. Sensitivity-Based Quantitative Summary of Representative IDS/IPS 
Studies 

Study Technique Metric Score 

Al-Quayed et al. [12] DT, RF, SVM Accuracy 0.9948 

Alalwany et al. [6] Stacking Ensemble Learning Accuracy 0.984 

Nair et al. [13] 
ML+DL (SVM, RF, XGBoost + 

CNN, RNN) 
Accuracy 0.965 

Rani et al. [14] 
Comparative ML/DL 

architectures 
Accuracy 0.970 

Sharmin et al. [15] Survey + Benchmarking Accuracy 0.950 

Dayyeh et al. [16].  Multi-stage FL IDS Accuracy 0.960 

Young et al. [ 17]  
ML+DL (SVM, RF, kNN, DNN, 

CNN) 
Accuracy 0.950 

Tanksale [18] IDS survey (ML, DL) Accuracy 0.940 

Apruzzese et al. [19] IDS Evaluation Framework Accuracy 0.955 

Yang, et al. [20] Hybrid Statistical + NN Accuracy 0.990 

Note: The quantitative summary is exploratory and sensitivity-based; variance-
related interpretation relies on approximations because several source studies did 
not report sample sizes or confidence intervals. 

 

 

Figure 3: Comparative visualization of reported accuracy values across the 
included IDS/IPS studies. 

 

7.1 Sensitivity Analysis 

Due to the absence of reported sample sizes or confidence intervals in 

several studies, a sensitivity-based analysis was conducted to examine 

how reported accuracy values behave under different simplifying 

assumptions. To approximate variance, Bernoulli-based estimators were 

used under a set of hypothetical sample sizes: 

 ∈ {100, 500, 1000, 5000}. 

Rather than producing formal pooled estimates, this analysis was 

designed to evaluate the stability of observed performance patterns under 

varying assumptions. The results showed limited variation across the 

explored scenarios, indicating that the general trend of reported 

performance remained broadly stable within the tested conditions. 

This behavior suggests that the relative ordering of methodological 

approaches (e.g., DL, hybrid, and ML) is consistent across different 

sensitivity assumptions. However, these findings should be interpreted as 

indicative trends rather than statistically precise aggregate estimates, 

given the absence of consistent variance and sample-size information in 

the original studies. 

7.2 Interpretation 

The results suggest that deep learning techniques generally achieve 

higher reported performance in intrusion detection tasks, primarily due to 

their ability to capture complex temporal and structural patterns in vehicular 

network data. Hybrid approaches combining ML and DL also demonstrate 

strong performance, although they typically require higher computational 

resources. 

Traditional machine learning methods remain effective in lightweight 

and resource-constrained environments, offering a practical trade-off 

between accuracy and efficiency. Overall, the findings highlight the 

importance of balancing detection performance with computational cost and 

deployment feasibility in CAN-based and vehicular systems. 

These observations should be interpreted as general performance 

trends derived under sensitivity assumptions, rather than as definitive 

pooled performance estimates [1, 2, 21-23]. 

8. Critical Discussion 

8.1 Reasons for the Success or Failure of Different 

Methods 

The studies reviewed demonstrate that the performance of AI-based 

intrusion detection systems depends heavily on the type of model used, 

the characteristics of the data, and the operational constraints of the 

deployment environment.  Traditional machine learning methods, 

particularly Random Forest (RF) and Support Vector Machine (SVM), 

remain widely adopted in intrusion detection for vehicular networks due 

to their robust classification capabilities and relatively low computational 

requirements. The reviewed studies indicate that RF models achieve 

reliable performance in detecting known attack patterns through 

ensemble learning, whereas their effectiveness may decrease when 

confronted with previously unseen or evolving attacks. In contrast, SVM-

based models are capable of learning complex decision boundaries and 

can identify certain novel attack patterns; however, several studies have 

reported higher false-positive rates under heterogeneous traffic 

conditions, which may limit their applicability in real-world vehicular 

environments [1, 8, 11, 21].  

To overcome these limitations, many recent studies have proposed 

hybrid architectures that integrate multiple machine learning algorithms 

or combine ML with deep learning techniques. Such approaches generally 

improve detection accuracy, robustness, and generalization capability, 

although these gains are often achieved at the expense of increased model 

complexity and computational overhead, which may reduce their 

suitability for real-time deployment in resource-constrained vehicular 

systems [8, 11, 21, 23]. 

To address these limitations, several studies have proposed hybrid 

approaches that combine multiple ML algorithms or integrate ML with 

deep learning (DL) techniques. These models often improve detection 

accuracy and robustness; however, they introduce additional complexity 

in model design and require higher computational resources, which can 

negatively impact their suitability for real-time applications. 

In the domain of deep learning, convolutional neural networks 

(CNNs) demonstrate strong performance in capturing local patterns in 

CAN traffic and extracting low-level signal features, making them well-

suited for complex intrusion detection scenarios. However, their 

effectiveness depends heavily on the availability of large, well-labeled 

datasets, and they require careful hyperparameter tuning to avoid 

overfitting. Recurrent neural networks (RNNs) and long short-term 

memory (LSTM) models are particularly effective in modeling temporal 

dependencies in sequential CAN messages. Despite their advantages, their 

relatively slow training and inference processes limit their applicability in 

time-critical environments. 

Ensemble DL methods further enhance detection performance and 

improve resilience against diverse attack types, but they significantly 

increase computational and memory requirements. This makes their 

deployment challenging in resource-constrained environments such as in-

vehicle networks and IoT-based vehicular systems. 

8.2 External Validity and Reproducibility 

The reviewed studies reveal clear challenges related to external 

validity and reproducibility. A considerable number of studies rely on 

synthetic, imbalanced, or domain-specific datasets that may not fully 

represent real-world vehicular traffic conditions. This increases the risk of 

overfitting and limits the generalizability of the reported results. 

Additionally, inconsistencies in data preprocessing, segmentation, and 

feature engineering may lead to unintended data leakage, which can 

artificially inflate performance metrics. Furthermore, some studies employ 

validation strategies that do not reflect real deployment scenarios, such as 

random cross-validation without considering temporal dependencies or data 

source separation. These practices reduce the reliability of performance 

claims and hinder fair comparison across different approaches [8, 24, 25].. 

To improve external validity, future research should adopt more rigorous 

evaluation protocols, such as time-aware data splitting, source-based 
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validation, and explicit reporting of preprocessing pipelines. Reporting 

inference time on target hardware and conducting ablation studies to 

quantify the impact of each component would further enhance 

reproducibility and transparency. 

8.3 Practical Deployment Considerations 

While many IDS/IPS approaches achieve high performance in 

controlled experimental settings, their deployment in real-world vehicular 

environments introduces additional challenges. Computational efficiency 

remains a critical concern, as many high-performing DL models require 

substantial processing power and memory resources, making them 

unsuitable for embedded systems such as electronic control units (ECUs). 

To enable practical deployment, techniques such as model 

compression, pruning, and quantization are essential to reduce model size 

and inference cost without significantly degrading performance. Inference 

latency is another key factor, as intrusion detection systems must operate 

under strict real-time constraints. Models with high latency or those 

requiring batch processing may fail to meet these requirements. 

Practical deployment of IDS/IPS solutions in vehicular environments 

remains challenging due to compatibility requirements with existing 

automotive communication protocols and system architectures [26, 27].  

In addition, the absence of standardized evaluation frameworks and 

testing methodologies makes objective comparison between different 

approaches difficult and hinders their wider industrial adoption [28]. 

Furthermore, practical deployment requires addressing computational 

efficiency, privacy preservation, and low-latency processing, particularly 

in resource-constrained vehicular systems and edge-based 

environments[22, 29-31].  These findings collectively indicate that 

achieving practical and scalable deployment requires balancing detection 

performance with implementation feasibility. 

Finally, scalability and cost considerations play an important role in 

deployment decisions. Cloud-based solutions offer high scalability but may 

introduce latency, privacy, and security concerns. Edge-based solutions 

reduce latency but require lightweight and efficient models capable of 

operating under limited resources. Achieving an optimal balance between 

detection accuracy, computational cost, latency, and deployment 

feasibility remains a central challenge in this field.  

9. Challenges and Open Issues 

Despite significant advancements in intrusion detection and protection 

technologies, several challenges still hinder the effective security of CAN 

networks [1, 5, 26, 27]. 

9.1 Resource Limitations 

Many electronic control units (ECUs) have limited computing power 

and memory capabilities, making it difficult to implement resource-

intensive security mechanisms. 

9.2 Real-Time Requirements 

Systems in vehicles rely on real-time communication, and introducing 

additional security protocols can increase latency, complicating 

implementation. 

9.3 Lack of Standardized Standards 

There are no widely agreed-upon security standards for CAN 

networks, which limit the ability to develop consistent and reliable 

protection solutions across different systems. 

10. Limitations  

Although this review provides a comprehensive overview of the latest 

developments in IDS/IPS techniques for CAN networks, several limitations 

should be acknowledged. First, many of the included studies did not report 

sample sizes or variance measures in a sufficiently consistent manner. As a 

result, the quantitative component of this review could not be conducted 

as a formal effect-size meta-analysis. Instead, a sensitivity-based 

quantitative trend analysis was used to explore reported performance 

patterns under explicit simplifying assumptions. Second, substantial 

heterogeneity exists across the reviewed studies in terms of datasets, feature 

representations, attack scenarios, evaluation metrics, and experimental 

protocols. This variability limits strict cross-study comparability and 

requires cautious interpretation of any quantitative summary. Third, some 

included studies rely on benchmark datasets that are not specific to in-

vehicle communication environments. Although these studies were retained 

for contextual comparison, they should not be interpreted as equivalent to 

evidence derived from CAN-native or vehicular datasets. Accordingly, the 

quantitative findings presented in this review should be interpreted as broad 

trend indicators rather than definitive pooled estimates. 

11. Future Research Trends 

Based on the review and analysis, several promising research 

paths for the future can be suggested: 

• Developing Lightweight Security Solutions: Future research 

should focus on designing effective security mechanisms that are 

compatible with the limited constraints of electronic control units 

within vehicles. 

• Testing and Validation in Real-World Environments: 
Evaluation in real-world environments is a crucial step to ensure that 

detection and protection systems can operate effectively under varying 

and practical operating conditions. 

• Integrating ML Technologies: The use of ML contributes to 

improving the ability to detect anomalous attacks while simultaneously 

reducing false alarm rates. 

• Prioritizing Research Areas: It is important to direct research 

efforts according to priority and expected impact, focusing on the most 

prominent challenges facing vehicle cybersecurity. 

12. Conclusion  

This review has provided a comprehensive overview of current 

solutions for intrusion detection and prevention systems in CAN networks, 

employing a methodology that combines systematic review with a 

sensitivity-based quantitative trend analysis. This approach integrates 

structured evidence analysis with a broad analytical comparison of 

IDS/IPS methods implemented in these networks. The quantitative 

findings reported in this review should be interpreted as broad trend 

indicators that support comparative insight, rather than as definitive 

pooled performance estimates. Despite significant progress in this field, 

challenges remain in securing critical in-vehicle communication systems. 

Therefore, future research should focus on developing lightweight and 

highly efficient security solutions capable of addressing the growing cyber 

threats targeting modern vehicles. 
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